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CHANNEL | A COLLISION | BACKOFF | STATION 1 TRIES STATION 1 . N4
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BEGINS CHANNEL ACCESS U |
TRANSMITTING Y V
STATION 1 i
32 BITS
STATION 2

* *

AS v i b (J2S) Lo

y .

STATION 2 SENSES
THE CARR|ER AND
DOESNT TRANSMIT]

IEEE 802 Networking Standards

STATION 2
DETERMINES
THE CHANNEL
|& CLEAR AND
GAINS ACCESS

A S 5,lxbwl

itute of Electrical and Electronic Engineers (IEEE) -#)
| ceinild G aSeds Slo JoSig, TEEE 802 Sl 3 luliwl - T

Standard

Topic

8021

802.2

802.3

802.4

802.5

802.6

802.7

802.8

802.9

802.10

802.1

802.12

802.15

802.16

802.17

802.18

LAN/MAN Management {and Media Access Control Bridges)

Logical Link Centrol
CSMA/CD
Token Bus

Token Ring

Distributed Queue Dual Bus (DQDB) Metropolitan Area Network (MAN)

Broadband Local Area Networks
Fiber-Optic LANs and MANs
Isochronous LANs

LAN/MAN Security

Wireless LAN

Demand Priority Access Method
Wireless Personal Area Network
Wireless Metropolitain Area Network
Resilient Packet Ring

LAN/MAN Standards Committee
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IEEE 802.3

.S Lsw vy, Thin Coaxial IS g, ,» 10 Mbps e, IEEE 802.3 Ethernet »,)labowl (ol -#Y
S Lo e Twisted Pair sla LIS g, 0 |, 100 Mbps e, Fast Ethernet 802.3u >, lulowl -#¥
S s gy Twisted Pair sla LS g, 0 |, 1000 Mbps we ,.w Gigabit Ethernet 802.3z >)laslowl -£0
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Lol (L3g0 Cswo oslaiwl S35 50 18l wew 1) Lol sw Star Jio Token Ring sl aSiaiw Physical wlowdais =FA
uwl RiNg w00 @4 ul Logical wlouais

g csw oslaswl UTP g STP sla LIS 5l aSiow ol 5> =#9

IEEE 802.11

S Lo wayyei |y, Wireless dalg, sSla JgSig,y IEEE 802.11 »,lsliowl =Ve
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S sw oslaiwl 54 Mbps b esligy ¢ 5°GHz (uwilS )8 51 IEEE 802.11a osla 138l wasew =VY
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g csw oslesiwl RG-58 Jaw sla LS I Thinnet sl =VA

g sw oslasiwl RG-8 Jao sl LIS 5l Thicknet sl =VQ

Alos Jo> |, JUSw 185 m U LS| a> wlgi _sw Thin Coaxial Cable -A«

o Jo> |, JUSew 500 m U ,iS| a> wlgi (sw Thick Coaxial Cable =AY

5900 oslaiwl Thicknet ;1 L g Thinnet 51 U L aSoiw 5> =AY
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CENTER CONDUCTOR

INSULATOR

Al
CONTACT CONMNECTOR
PIN -~ (FEMALE)

SHIELDING

OUTER INSULATIOMN

TRANSCEIVER

-

L N
(Twisted Pair@*‘_glﬁ e9) S

. E\%%m@u QIS ol ¥

J %L&Mw)wl'l\o

0l oo 00wl ppy 9 @ 9> aS Al o
Aislo (siis |, (Crosstalk) ;35380 Csawablisoe Ulago il U il easiw 0wl
.l sw Unshielded Twisted Pair (UTP) o Shielded Twisted TP) £95 95> Jolv JIS ol -AF

9 wusnh zlsol U3l 5l aS 5,8 w LbY sSwwly s o on BOlxe Sy STP LS 5> -AA

" 91>p.uuu Ug)> JLS.;_W V] Mhmgyﬁ|

‘A N .
\ | |PINB
BROWN
\ \_,-—— WHITE/BROWN 4— IR 4
\ ORANGE4————
\ VB"I"_"L'JEE‘IM—‘_|PAIR 1 |par2
- WHITE/ORANGE ¢————
] GREEN
UNSHIELDED WHITE/GREEN 4—PAIR 3
TWISTED PAIR CABLE 1 PIN 1
RJ-45 CONNECTOR
Description

[sed for voice transmissions; not suitable for data transmissions.
Used for voice and low speed data transmissions up to 4 Mbps.

[Ised for both voice and data transmissions. Used in Ethernet, Fast Ethernet, and Token
Ring networks. It is rated at 16 MHz and 10 Mbps speed.

CAT Used for both voice and data transmissions. Rated at 20 MHz and 16 Mbps speed. Used in
Ethernet, Fast Ethemnet, and Taken Ring netwarks.

CAT-S Used for both voice and data transmissions. Rated at 100 MHz. Used in 100 Mbps
Ethernet, 1000Bas2T Fast Ethemet, Token Ring, and 155 Mbps ATM networks.

(CAT-5e Used far 100 Mbps and 1000 Mbps Gigabit Ethernat netwoarks. Rated at 125 MHz.

(AT Used far both voice and data transmissions. Rated at 250 MHz. Used in Ethernet, Fast
Ethernet, Token Ring, and 155 Mbps ATM netwoarks.

CAT-6 (STP) Used for data transmissions. Supports up to 800 MHz and used in Ethemet, Fast Ethemet,

Gigahit Ethemet, Token Ring, and 155 Mbps ATM.
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(Fiber Optic Cable) s,9) ,u9 JS

9 s JuSii il a3 b3 sile Sy Sy 5> aS SiU ke Sy b a1 Sygi md S Sy -Qe

35S o Wgo S,e Sl LS ew Gob sl wleMbl ol 9 Jas =)

J>l ¢ (Electromagnetic Interference) (scuubliooguS)l s Jzlu Jlio 55 e Hwd S LS -aY
.uwl pglas (Radio Frequency Interference ) csugusl, S LulS )9

owl LS Sslaisl bl @y LS ol 5l S)lapSs 9 wuaias;logss -QY

.59 _sw Multimode ¢ Single-mode gg5 95 Joli LIS :I!‘“"'

590 csw oslasiiwl (Point to Point) adnss ay alass bli)l 9 55 (soVgb Sla wdluw Sy m C e;l -a0
Sosineo 03laiwl (Point to Multipoint) alass x> 4y abis S bla,l g 55 olisS Sla Q—"““C')Wm()de sl -a#

N o
g
AN e
A | A __N
/ LIQUID GEL
OPTICAL FIBER
PLASTIC COVERING GLASS CLADDING ) o55 OR OPTICAL PLASTIC CORE)

PLASTIC SPACER
KEVLAR FIBER

Y

@
(Media Connectors) S sSd odiis Jauo

Auib oo aSin Sla 8l wsew plbo b aSew o8 o LS 00uS Jaio ,Connector -V
g csw oslaiuwl (UTP Cat-1) els sld LS sl RI-11 ouisS Juaio 1 =QA

gl sw oslaiwl Twisted Pair sla LIS sl RI-45 ouuisS Juaio 51 =94

o v oslaiwl Ugssueli JLuuwSleS sSla LIS sy F-Type oS Juaio 51 =Y e e

o (s oslasiiwl LigaolS JlouwSlsS sl LIS Sl BNC 0aisS Juaso 5l =Y ¢)

Do s oslaiwl SHgi Hwd S LS sl MT-RJ g SC (LC (ST (FC Sl 0aisS Joasio 5l =1 oY
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An example of an ST connector

A sample SC connector

A sample LC fiber-optic connector \
A

/ \ A sample MT-RJ fiber-optic connectory
| ‘R y \‘a‘ . K .
(LA Female

: Hub
ol a4 blo)l L8, sl B iga mb wo Star Siglaugi )y S3S e L8l wsew U Hub =Y oY

g o Juog
3940 (s x>l 5o Multiport Repeater ,Ss oU L -1 ¥

il (sw Active g Passive ggi 95 Shls =1 +0
)97 )gl_w U G 9 XS (S0 Laggdi |) ol dl.S.u.u Q.")l,q)> )'l wuy Active Hub S, =Y +?#
S Sl e hes wbw @ aad g 1S (swoi g | Ul JUSew wdl)s ;51 yuy Passive Hub & =) ¢V
.S sw LS Physical a4V > OSI Model ;s =1 +A

TWISTED-PAIRPOR T MDD RESWITCH
STATUELED: FORPOR T1E

ATEST ATUS
|

SYSTEM II

TWISTED=PAIR |
FORTS |
HUBST ATUSLEDs AUICONNECT OR

(FAULT.SEECURTY FOREXTERMAL
COLLIEION ACTIVITY) TRANSCEIVER
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Bridge

.l sw Translation ¢ Source Route. Transparent gg5 auw Shls =14

JLw,l |, packet (0l gwlwl 51 Gussw 9 02l |, packet J=Is MAC Address |l Transparent Bridge <, =11«
S s

2 JigasolS @ Adlg> (5w aS 1 JiguwolS packet . Hub B g Hub A 9> ¢, Transparent Bridge <, 39,5 ;L9 L =11)
uS.59|)JUJ_Ab)1ASCA_CLg9M)L5\»Jw|LLamHUbB@QS3)39+¢olSQ4MJALDHUbAQjJNQS
(2055 olS5 comly JSab @) 3940 (0 HUD BuS,

1 igawolS 395 (s el 9 5,5 (5w 18 eslaiwl 5,60 Token Ring sla asi ;> Source RCNI 5E=-1Y
Aowy dase 4 U uds e Bridge s 5l I&‘packet VRV

by ppu ) 2SS (o oslaiwl wolaso Data Link Protocol ¢s 5l aS aSoiw 9> wlgi sw slation Bridge -11Y

(Token Ring s Ethernet S aiilo). 4>

1S _sw LIS Data Link &Y s OSI Model ,s -1 ¥

.AiuS sw oslaiwl Spanning Tree Protocol (STP) Jﬁgﬂﬂbﬁ , Loop wasls sg>gs Ly =110
o /\y

24 PORT HUB BRIDGE 24 PORT HUB
\LANA . ~_LANE

Switch

b s oslaiwl Star S3ede195 5> 5S40 58] wisaw Ulgie b Hub aislo o Switch 1 =YY £
.59 sw asbow 30 Multiport Bridge oL L =11V

Aopd sw |, MAC Address g 1S (sw LS Data Link auV s Bridge aslos =Y 1A

S Oye0 0lon obed @ s o JLw)l jwld wye v aS syl packet ug,> MAC Address =114
S Lsw i Table

owlwl 5 Switch (1S (sw Broadcast b w)gs ,lw @ |, 3w, sw Ol @ aS sula packet as Hub BMs ,, -1 T
.S sw Unicast aaso gl @, |, packet g3 table

Fragment-Free ¢ Store and Forward .Cut-Through :sSla b a wliso Switching Technique a.w ;I -1T)
S v oslaiwl

Sy, , Error Checking aigS=. g oxlg> |, & packet wg,> MAC Address kas Cut-Through _ivg, ,> Switch -1 YY

www.hrnikkhah.com olgs Sui Lo, dao> 10Miwsi § U Lo




)90 S| AiS s Jlw,l abgyo wygs @ |, packet xaso MAC Address gwlwl y Gaww.ads> (i plxsl packet

53,5 _sw s Store and Forward _ivg, au Switch sl busy abg, o

l, Error Checking guuw 9 5,15 (sw a55 55 alasl> s |, packet JS lail Store and Forward g, ,> Switch =YTY

5l gy ol e ywasS s Jlw,yl dado wyes @ |, Ol sgu Error oshls packet Slass (sw plxl ol Sy, 5

owl 5 S Cut-Through g,

Jlw,| packet & aS solKid 3,8 w oyps wld Uvg, 95 SLle ;I Fragment-Free g, ,> Switch -1Y¥

S (s Jlu,yl daso wyes |, ol s Error «shls J31 g oxilgs |, packet (sulawl 64 byte has Switcﬂr L s

s ol o> @S S wsw osleiwl s Adoptive Switching s, | b Switch ojgel osiwue -1TO

b8 Network+ Ulxinl S Camn 5> gy oel). S oslaiwl weleio S g, 5l wlixo .bglﬂb‘ww Switch
Forward Out Fa0/2

| D | ¢ .
O/ (:3555 (swou
Filter (Do Not Send) on Fa0/3, Fao/4

Wilma
Fred [ Dest 0200.2222.2222 | 0200.3333.3333
- -
— .
T

Frame Sent to 0200.2222.2222...
Came in Fao/

Barney Betty
0200.2222.2222 0200.4444 4444
Address Table
0200411114111 Fa0i
0200.2222.2222 Fal/2
0200.3333.3333 Fa0/3
0200.4444.4444 Fa0/4

@
@ Router

39 (s oslaiwl Subnet wix b 9> o bli)l 518,50 sl Router 51 =118
.AuS sw LS Network e,V ;> OSI Model > -1YV
2GS (sw osleswl packet aaso WSS Laxuiw S|y IP Address ;1 o Router -1 TA

Sla Subnet a4y 59,9 SWB ;o Table ¢l 5> aS 5)ls 39>9 Routing Table <, Router ,» ;> -1YQ
owl 00w

.39 (sw wws Dynamic Routing | Static Routing ywlwl 50 Routing Table ug,> wleMbl =1Y ¢
.S sw Table s,lg manually job @ |, wleMbl asSiw a0 Static Routing wJl> > =1T)

OSPF g RIP :36le suld Routing Protocol jwlwl , Table ug,s> wleMbl Dynamic Routing «Jl> ;s -1YY
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51 eslaiwl L |, 593 Routing Table wleMbl ascw sla Router 51 S, , Dynamic Routing <> 5> =1TY
ol @y aS syld Subnet ;| ld Router ,lw axwi 55 S (sw Jlw,l aSow sla Router,,Lw a4y Routing Protocol

gl _sw 08T cowl Juaio Router

Metwork A: 131.1.0.0 Metwork B: 131.2.0.0
| | | |
| |_I IJ |
= .
131.1.0.10 — 131.2.0.10 f W
| 1 o
; == —_— ,ﬂ\‘y-,’
XP1 Router XP2 2 Y
) W4
IP:131.1.0.101 IP:131.2.0.101
Subnet: 255.255.0.0 Subnet: 255.255.0.0 )
Default gateway: 131.1.0.10 Default gateway: 131.2.0.10
’& e
Gateway
A,
A s Llgi sw |, packet S, sl prot Cowl 381 weew Gateway -1YY

wsw Protocol Translator ol ;3,5 oL -1Y0
, U,S route pKia Router asS Ll 5l -1T#

&: N 555 50

A y (Network Interface Card) as.uw w,ls

t S w Jaio aSiui @ | LiguolS asSius o)lS 181 wsew =1TYV

v d

wewo Gateway o ,ads (sw s |, ol MAC u)sl

.S sw S Data Link auV 5 OSI Model ,> -1TA

3900 s Jole piswaw Sy, |, rver LU Suud i 5l LS Sla L1581 cazew iilo aSuw w8 -1YA

(Modem) p>90

S A, uuSe 9 Analog sla JUSew a |, Digital sla JUSew aS wowl )33l cuxow Modem -1 ¥ e
390 (s woawxo (NIC) asow o8 &y -1Y)

Infrared

S 50850 1 Sb8l wsew 95w (Point to Point) alnss @y abass ouw (v blo,l Llgi (s Infrared =Y YY
S v oslaiwl pusiiue 490 S 5l wleMbl Jlisl 9 a5 sl Infrared =) Y
AGS Hoac (3SU9 ®ilgo b less 5l awles swo Infrared glgol =) YY
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Aol w16 Mbps wleMbl Jil 9 J&5 wue,w HiSlas Infrared 5> -1 Y0
AS v J31 550 ugesl, e Guwls 8 L Infrared s juwilS,9 -1 ¥#

Bluetooth

il w3 Mbps ol wleMbl Jeil 9 Jé5 e ,uw A\ ¥A
wowl e Ve S o vluiiy aS sudluwe i }'\“q

S (o anglis (sunsblisonyiSll sla Jstir I-mo

Syl 5L bl slﬂc“} < @ -10)

5,18 (swo Jwili pasis 39S JUSaw 1 aS slolge
wneai |, JiSew )08 Wlgi (o (59,0 p05lo) alwgs (ElectromagnetiWnce) easblizo sla 31 -10Y

uloJ
Ylgi o Wireless wljp= ,lw aliwg, (Radio Fereque rence) csugslh, guwils)s sla Jslu -10¥
A8 5 wilgi s oslaiwl 3,00 il £95 =100
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W >)lulewl 9 d JoSig

OSI Model

International Standards Organization lwgi Open System Interconnection (OSI) Jiao YAVA JLw > =10V
b s, (ISO)

Ao ai,S b s aSow s wleMbl Jll 9 Jai sl os,lasliowl vlgic @, OWI,XOA

«Network . Data Link. Physical :;| a5,le G o)loni 5l vy @ aS s (50 WY Cod JoLm Ic el -104
.Application ¢ Presentation . ion (Transport

g (sw LLC g MAC sla oU au (Sublayer) acgozxo 55 @V 9> » Data Link e,V =) £+

9 w0 xS5Ol @ JoSign Sy a5 3 9 00ub Y ed ol 3o 1l aSiews Gab 5l Jlawl pKis Data -1 £
9l (s wS,yi Data @y W ol 5l S bhad bl 5,ls s9>9 59, Syl gV ,a ;5 =1 FY

AiusS (sw Encapsulatirxl)%@;ﬂ U Sy Joc @y =1 Y

A N\ £

Wants to view website =
homepage on Server B

SERVER B
S Application—wwj«syngress-com- i Application A
1D § Presentation ——Asci—p{ Presentation ._5_
1T % Session ——Buplex— Session bl T%;
IO S Transport —fFER-port-80pm Transport E, g
11111 ;T Network BTGB A 25 e Network E §,
oo P Data Link—o6+-$4+-48-30-4c-+#9#- Data Link x (3
CIIIIII 1  J Physical —t0046464446484084p Physical E
’ OSI Layers

Application

Ol @y 531 55 015,58 5igauolS 55 9 3.8 s WY Ll 3yl 1wl oasiuw,d SigawolS > Data -1 ¥
5L w8 aS Sl anliy 95 b Sl L blae yiguolS 5l 58 wwles,> g95 Application auV -1 £0
S s

.U (s DNS g POP3 . SMTP.FTP . HTTP 0l sla JgSig, 5l Salasi -1 § 8

Presentation
.Compressing ¢ Encrypting .Converting .Translating :s,ls oxpc . aadsg jlp> @V il -1 FV
9 EBCDIC (ASCII :Jolw 9 wwl yuSe 9 Binary @ text Juas wlio Sla g, d Standard Code -1 £A

.>g sw Unicode
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|,  Standard Code ., Presenatation a,V. S oslaiwl (siglaio sla Standard Code ;| jigusolS 95 L3I =1 £4Q
.(Converting g Translating) .S (swo Juaw oo

(Encrypting). .S sw S50 0, L wleMbl auV ¢l -1Ve

(Compressing).asS (sw S;Lw 05,8 | wleMbl auV ¢l -1V

.U sw Unicode g EBCDIC.ASCII _suss o Standard Code vlod Ol o JgSigy -1VY

Session

sl 1) oSlie gul Guses aS wygw ol 4 cowl Jléo iguolS U 0,Slio o @V oul LS guyiopo -1VY
b, s pleil @ | 0,S1ie Gugaw 9 B> (swo plsl 1 0,51ae S s

D9 s pasediw Y oulys Full Duplex b Half Duplex bls,l -1VY¥

S Jlu)l omiiw,d a4 Gsule> wlgi (s 00558 9 dw,d sw 1) 93 pley odiwyd S sbli)l a4 -1V
(csisz3ueli Sl 015,.8 9 0w, bl 1auls).xugS s Simplex bl

ol @ | 595 plewy blae Db pupwidiS o bl Jolio By @y | 595 ol 1aul oxiiud aS (bl @ -1V #
(walkie-talkie :aiilo).au85 (sw Half Duplex bli)l (>gi (s plzil wugi s 518 cul 9 1S oo Jluw,l 0aisiw,d

9 1®> sw &, collision (aiusy 393 S pley Jlw,l @y oladl Ulo; pd Wb 9> ,a ;31 Half Duplex bls,l ,> -YVV
Aoy i Julie Bk 55,0 o pley

39>9) Vg & play ol 9 1S Jlw)l o Sy 1) 395 S plen Uloj b iilsi o Db 95 18 aS bl a4 -YVA
(saals blo,l 1ab). 1usS sw Full Duplex bli,l (aw, s Juléo b,b ay collision vl

.NetBIOS ¢ Winsock :;l aii,le ol sla JgSig,, =1VA

Transport

.Error Detecting ¢ Flow Control:Window . Re-assembling. Sequencing :s,l> oapc @y asdby guy @V oul =YA«
iioud SPX g UDP.TCP auV ol sl JgSigw =1A)

aSir S abdls asiyl Juds a4 bosgy o sl data JS sanw collision [lss 81 aSiyl sl VL o> L Data =YAY
pandi 5iS>9S wiehd @ 1aul b Ol Jlw,l & Shy puized 9 Lol asly | b ol JwlsS cowl Sow
iusS Lsw Sequencing HIS ¢l @ aS digi (s Jlauyl iy @ 9 0aui SH1AS o, lonis wilkhd ¢l Gutew Vi (sw
ol eyl gliS1.5 JiSlas S5 wlehd ul o> -1AY

S8 ool @ aS aiS G S, L 1 Ol 0)lonis wwiyi U 35S (sw widl,s aS | S>gS wisehd ul 00,8 JigaolS =1AY
.2usS s Re-assembeling

igasolS 3o s Jlu,l aS S>9S wlebd ;51 S, ,a Sl @ sgui (s oslaiwl TCP JgSig 5l aS (sdaulg, 5> =YAQ
S v Jlul 0asiw,9 igaolS sl (Acknowledgement) suow, o 015,.8

L8 ol aS seui wsly,s Acknowledgement o ¢ JLw,l packet [l b sei conwd L3 Data & ,S1 -YAS
Sy packet xix Ll @ aS A8 e 0Slie Jilio JigmelS b @V ol wilily S e S |, Data Jlasl
AiusS s Window LIS ¢l @y aS >e.i JLw,l Acknowledgement

Il sasly,s sla packet ool ,vawl i wleMbl Giusls,y w51 oleMbl Jul 9 Jai e yuw VYgoso =YAV

g (s Ui,y Cwgr AU Guasew 9 000 aSu o,lS adadls s)lg
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ol J> Shy seui (s axlgo o> sl packet ws S @l s U LiguolS (g full aSus o)l adasl> S| =-1YAA
oI5l Gy 9 disw e packet Ol @ Cdgo jeb @ aS S (sw eMel cowl blisl 53 Ol b aS (suld LigaolS a4 JSino
Flow Control ,IS ¢l @ aS 35,8 ,w 5l |,  packet Jluw)l aS aslgs (o W ol 5l 0,bgs aSis w,lS abdls wasw
3395 L

@ |, b packet JLw,l us,S start ¢ stop pMel )8 (Lol so Network @V sla JgSigyy 51 aS ICMP -1AQ
Sl oape u blao Sl LiguuolS

9 LS (sw S,S ojlwl |, Transport @,V wg,s sla 1 ¢ 0 slass Cyclical Redundancy Check (CRC) iy 5951 -1 Qe
<8l Sl g Jolao 5i9auolS Gupw S (s v 3yls L8 Transport header s aS Checksum iuza s Lol Olg>
LS v ulao ckecksum Gusy J3Is Ols> U 1) 595 Olg> 9 4 sw plxil Ul S, 5 |, 5,8kee uod packet
4V ol Error Detecting >,SJoc Ulod ¢l 9 wowl dain S)lSiuws ol w > packet (susy o9 Uy B Olg> ¢l
Al

ai8,S JSii acgozo A 394 (s Blol Ul @, Transport N JgSig,y 9 dow, s Vel s data aS sl -19)

usS Lo Segment

Network

Uy Shy o Gopips US|y S0 9 Logical Address i (sSu s,ls oape 0 asudby 95 @,V ¢l -1AY
.owl routing vled aS aaso ay packet

OLaSu 80 il v welasio ALS (s oslaiwl aS (§JgSign pwlwl 5 W router s o Guipr wlxol -14Y
QS (s Dbl Ty o uyiw L3050 9 Al o G b o

.ARP ¢ IGMP.ICMP.NetBEUL.IPX.IP :;l ai,lc Ol Sla JgSig,y 5l Sslazi -1 Q¥

Wid,S S acgaxo @ 9.4 s ol Ul @y Network @Y JgSig 9 3wy (o Y ol @ data as (wolSin =190
AiusS _sw Packet

Data Link

9 Media Access Control (MAC) la oL a (sublayer) acgoxo 5 @V o5 Jol @V il =198
uds (swipl=sl sublayer o5 ¢l |, Data-Link auV waylbg asS s9.0 (s Logical Link Control (LLC)

5940 (s i MAC @uV 55 (MAC Address) (sSu548 gu,sl =14V

390 sw plsl MAC a0V s Access Method ol =YQA

2> s Ul 390 oslaiwl PPP JgSig, 5l 58I Jlio Ulgic @y g (swo pasio MAC auV s Sjglessi £95 =149
5 bli)l aS ads (s wliw 9 oslaiwl Token Ring JgSig,y 5l 531 9 cewl 5.8 JSow JI> 55 WAN bls,l S as
.<owl RiNg S36)9093

Seu sw plsl MAC a0V s Error Notification =Y e ¢

@ ol wdl,> packet aopsy U S (s ooy | Of LLC auV aow, (sw yigasolS @ packet S aS (swollis -Te)
o> byl (alei igaolS Ol

lei yignolS @ oo wdl,> packet aS aopd sw ek il 5l 9 wlcd o | LigaolS TP Lw,sl LLC @,V -YeY

o> bosyls
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9,5 JSiw acgozxo A 390 (oo dlol ol @, Data Link @,V JsSi950 9 Ao, s Y ol @ data aS swllis =YY
.2u9S _sw Frame
.802.11 ¢ DSL. PPP. Token Ring. Ethernet :;| a5,Le Data Link @,V sla JgSig,y 5l Sslass =Y ¥

Physical
. Broadband (SglUl) L Baseband (Jluzs) b d%\’oi

il susasly gloel b 9 595 paradblizog uSUl wigo @y auilei o o JUiSw IXOV
.ol s IEEE 802.x ¢ ISO 2110 a0V U"h&y “TeA

S v s Ethernet sl |, packet o Lo 2110 -Y+Q
S s paseiine TEEE 802 aSus Sy s |, o frame jlisLuw TEEE 802.x -Y +

V Protocol Stack

protocol stack ;| o390l =YY
Do swo oslaiwl aSw

.2u9S sw 3w protocol suite a protocol stack a, -Y10

Wmission Control Protocol/Internet Protocol (TCP/IP)

Network Interface <, o)loui 5l i @ B @V (ul aS sei s aV > Jolw protocol stack .l =YY £
° .3,I> oL Application ¢ Transport (Host-to-Host).Internet
w5, |, Physical ¢ Data Link s U a, OSI a4V 95 Network Interface @,V =YV

s | OSI s sport g Network sld ayV »>,Sloc ulod TCP/IP s Transport g Internet a4V o5 -T1A
» |, OSI s Application ¢ Presentation.Session sla «,V TCP/IP ,> Application a4V -T14q

S sw oslaiwl IP 5l s,138 w,sl sty TCP/IP =YY«

S Gsw osleiwl Hostname 5l W igaolS Sg, o S35 U sl TCP/IP =YY
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.
0OSI Reference Model TCP/IP o VvV

Al .7
,,.;_\‘N,!BEUI
i 7

L

Sl Gy | ol Microsoft S, pusw 9 3 @l IBM @S i bawgs =YY
b ol s @ 5 X SUa e VYT
rl.‘)y'l\'letBIos Name ;| -YT¥
I0S Name aS Ll 5l -YYO

A5S Gsw oslaiwl W iguolS g, SHIAS U Sy od 9 aSiuiw 5y SHIES Gw)ys

S, Sd aSew sl protocol stack ¢l 5l esleiwl )l |, was route ¢

NN
§© N

NetBIOS Protocal Stack

Applications

Session Management Protocol (SMF)
Mame Management Frotocal (NMP)
User Datagram Protocol (LDF)

Reliable Stream Protocal | Datagram Transport Protocal

¢ Packet Transfer Protocol
« Link Access Protocol
4 Physical Media

AppleTalk

b &bl Macintosh e JigauolS G blil 518,50 sl Apple oS i bhwei YT

o osuliiy |, Ethernet g sgs 5 &1w aS AppleTalk v 2.0 (01,8 wils 5l Jlaiwl 5l gy =YYV

15 oapc 5 AppleTalk s ,igaolS ¢ |, File Sharing w0 AppleTalk Filling Protocol (AFP) -YYA
o csw osleiwl baylg, 55,8 JSii sl AppleTalk Data Stream Protocol (ADSP) ;I -YYQ

S o o lio (s>lgi |, AppleTalk as._i Zone Information Protocol (ZIP) -YY ¢

e s oslawl & connection ws,S ghad | ws,1,9, sl Appletalk Session Protocol (ASP) ;1 =YY
A osw byl | print juug,ww Printer Acces Protocol (PAP) -YYY

Sl oape 5 |, Routing ¢ Addressing uss Datagram Delivery Protocol (DDP) -YYY
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AppleTalk
Filing PostScript
051 Model AppleTalk Suite Protocol (AFF)
¥ ¥
AppleTalk Zone AppleTalk Printer
Application AFP Data Stream Information Session Access
Protocol (ADSP) Protocal (ZIP) Protocol (ASP) Protocal (PAP)
s ¥ ¥ ¥ "~
Presentation Routing Table AppleTalk AppleTalk Narme
Maintenance Echo Transaction Binding
Pratocol (RTMP) Protocal (AEP) Protocal (ATP) Pratocol (NEF)
Session ASP, ADSP ZIP PAP ¥ 1 ; ;
Datagram Delivery Protoool (DDP)
Transport AEP ATP, NBP. RTMP. AURF
P ¥ '
Network AARP DDP Taoken Talk EtherTalk LocalTalk
Link Aczess Link Azcess Link Access
Protocol (TLAP) Pratocal (ELAP) Protocol (LLAP)
Data Link EtherTalk, TokenTalk ¥ P ¥
Taoken Ring Ethernet LocalTalk
Physical Eihernet, Taken Ring IIELETE LT L

T WA . W

Internetwork Packet Exchange/ iqk Xet Exchange (IPX/SPX)

Metware sla aSuw > IPX/SPX -TTY¥

Service Advertising Protocol (SAP) -YY0
uting Lawg,aw 9 S,138 Luysl sl IPX 5 =YY 8
X/SPX sl routing protocol ;I NLSP ¢ RIP =YYV
S L8 sl asw )8 g9 o L Net wolS 18> (sw 03> Open Datalink Interface (ODI) -YYA

A \,m ,Is Hostname s Server Lpis Netware sla aSei 5> -YYQ

X >l.o.w| TCP/IP ;I IPX/SPX s> @ Lo 1= Novell Netware =YY«

29,8 (w9 oslas

Ay gMbl UL a4 1) 593 S Guwgrw D Ligao

01 Model IPX,/SPX Suite
A Application SAP. NCP. NetBIOS
Ay
Presentation
Session
Tronsport SPX
Network IPX, RIP, NLSP
Data Link
Physical Fthernet, Token Ring
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qS.A-hU B lS)l.\S/ U.U)bi
MAC Address

A58 G Lk 5y W aSuw w8 51 S e Sy aS cowl 5,8 4 uazie (6 byte) 48 bit sl =T

590 (s A-F Bg,> 9 0-9 slacl Joluw Hexadecimal aS «>gi sw asiigs Hexadecimal wlwl o =YYY

.<ewl MAC Address Jbwo S, 02-96-A8-CF-43-B4 =YYY

S, eage |, MAC Address . a0 Data Link auV OSI Model ;s -YYY

s 0ape |, Ol IP Address gwlwl  yigasolS S5 MAC Address (sulwlioiw 8 ARP JgSig s -TYO

wolais| JuwiVeaxo 4 0ajlw wS,uw |y ol pgs 24 bit 9 o15;Lw S i @y IEEE |, MAC Address Jsl 24 bit -Y¥#

DD (S0
TCP/IP Addressing

S s 03l LuysT wlgic @ IP 5| TCP/IP S s W yiguolS ~TYV

3910 (w0 puoidi (i A Caooud Hlp> @ aS 3¢ (s Caw YT Jobis IP Guysl =YFA

S octect S B cwouwd Gl Sl plaS L @ g Wl vt s s 5l ahs) S; alpws U Cowd Hlp> ul -TFQ
90 (0

il lgiesw 255 (sl 0 s Ul sae ccnwl caw A octect 4 aS Ll 5l -Y0«

il Subnet 5 5y W Ol TP guysl aS ailes 51,8 5 bli)l od b losdiwo ilgi (s (suld LigaolS -TO)

aiolod L3, bl sd b lowdivaio Ailgi (s aS cowl (v 1 yiguolS 5l Sl acgoxo Subnet -YOY

o s i YY o)lons S sl wls 18 subnet S sy (e LigaolS ax aSiyl Usges paxaiw Sl -YOY
.o sw oslaiwl Subnet Mask

b sw 255 L 0 sac Vgoso Subnet Mask -YOY

ol 5,5 aS Ll octect & 9 Network ID sl 255 sac subnet mask W ol 55 5> aS suld octect a4, YOO
Aig9S sw Host ID awl 0 >ac subnet mask

Al ulws) Tads W ol Network ID aS 16,ls 51,8 Subnet 5 )y (sulos LigaolS 95 -YOF

Ailos Lo ,h8 blo,l ed U Default Gateway (s,b 51 30,05 51,38 (soglasio Sl Subnet s aS (suld yiguwolS =YOV
5l aS oy w9y U gy S5l aSis So L s (v pudd walio Sla subnet a4 b JiguolS 31 -TOA
39 ued s ublS g el bl @ (ol 9 i o JuSeis SigaolS 1 wgulio

owl IP Lyl Jlio S5 172.40.0.53 -Y0Q

il (sw 255.255.255.0 L 9 255.255.0.0 | 255.0.0.0 &,9.0 0 Vgo=o Subnet Mask -Y £«

subnet S, subnet mask ,> 0 slasi JualS U 9,38, subnet &, subnet mask ;> b 0 slasi Giwl38l L -Y#)
ol pudlgs iS>¢S

Ssls,h8 9b @y | IP S Gyl by polais! IP Gw)sl olaS @y subnet mask olaS g paiw aSiyl Sl -TFY
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DS o Saw aab CogB Al S @
ol subnet mask g 1,l5,1,8 A wMS 55 il sw 126 (sJl 1 sac w W Ol Jgl octect aS IP e Gw,sl =YY

ol e 255.0.0.0
o ol subnet mask g 1,l5,1,8 B wMS 5 3wl sw 191 (oI 128 sac o W ol Jgl octect aS IP sl Gw)sl -T ¥

b s 255.255.0.0
ol subnet mask g 15,l5,1,8 C LwMS 55 3wl s 223 (JI 192 sac G b ol Jgl octect aS IP sl Gw,sl -Y£0

Al (o 255.255.255.0

59 50 0 TCP/IP (ub e Sl aS il s loopback sl 127.0.0.1 Y5 £

Aol wlgi swi 25549 0 ngm.o Bey; ol p,lp> octect uizod « 255 9 0 JiguolS S, IP u.um C g-TFV
| D |

jion Propert ernet Protoco PSIP) Prope
General |Authentication Advanced | General |
Correct using: You can get IP settings assigned automatically if your network supports

thiz capability. Othenvise, vou need to ask your network. administrator for
‘ E& D-Link DFE-530Tx PCI Fast Ethen the appropriate [P settings.

This connection uses the follawing items: () Obtain an IP address automatically
== Metwork Monitor Driver () Use the fallowing IP address:
% Link-Layer Topology Discovery P address: 192 162. 0 . 1
%= Intemet Protocal [TCPAR)
Subnet mask: 255 265286 . 0
. S
Description 7
Transmizzion Cantrol Protocal/Intemet] () Use the following DNS server addresses:
wide area network, protocol that provid
across diverse interconnected networl Prefened DNS server: : : :
Alternate DMNS server: I:I
Show icon in notification area when c
[] Matify me when this connection has li
[ ak. l [ Cancel ]

IPv6 Addressing

wbalu 0350 (38 i YY aS IPV4 o Gl sl iyl 55 B igaolS slasi w38l 59, Giwl38l L =T EA

Ao bl auiol s i YYA asS IPVE

ol 9 wowl hexadecimal sace [lp> Shhls couwd ,d aS il s Coowd wuid Shls IPv6 =YV e

il o 1> )5S0 5l a9 alawg @
il (sw IPV6 Lyl o S, 2001:0db8:85a3:08d3:1319:8a2€:0370:7334 -YV)

NetBEUI Addressing

S s oslaiwl )8 Lw,sl sl NetBIOS name 51 NetBEUI -YVY
Do s JaSuias ,aSLIS Y0 5l jsSla> NetBIOS name -YVY
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3944 s plil Broadcast jghy baeac aSods 53 yigapolS ) NetBIOS name x80 -YVY

SystemProperties _ [?]¥]

A wi

Computer des

Full computer
o orkgroup:

To uze the M4
domain and ¢

ID.

To rename thi

! Systern Restore I

Automatic Updates I Remote

Y Computer, Mame Changes

Computer Mame Advanced

Hardware |i

“r'ou can change the name and the membership of thiz
computer. Changes may affect access to network resources.

Computer name:

e

Full computer name:
pclOl.

Member of
) Domain:

(&) workigroup:
|WEIF|KGFEDUP |

v (o]

BT Y COWIN S OV

Y

AppleTalk Addressing

h JuSLiw 24-bit 51 AppleTalk @ jp=xo0 Sl igauolS Luysl -TVO
v d

A s yolais| aSuw uu)bi a, |, 16-bits aSw a0 =YV

, random gl aS 5,1y slei aSiew S LiguolS @ sxslo (8L 8-bits -YVV
9 S puydl LSl 5 sac aSy,9ky wowl AppleTalk yu,sl Jlio S, 5.48 -YVA

Al G

IPX/SPX Addressing

S (s oslaiwl cowl 32-bit aS Hexadecimal yw,sl S, 51 NetWare sla aSiei -YVAQ

S (v oslawl il Lsw 48-bit as Hexadecimal Luysl &S 5l aSicis £95 ol S LigasolS -TA
S s Wil LigaolS sl wlgic @y |, MAC Address (5,9 i sy sigasolS -TA)

55,5 3,9 @ oo WolS ool 39395 Guw,ydl b 33,3 (s adlol yigupolS Lupsl @b aSucis Lwysl =YAY
owl IPX Gw,ysl Je S, AC74E502:02254F89AE48 -YAY
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WAN S S;50)94S

Integrated Services Digital Network (ISDN)

AiusS sw Leased Line ks ol @ aS s,y 5l swolais| ali s S, ay ISDN -YAY

S Lipo Leased Line o |, lao o wleMbl Jlsil o Jai wlsi (o ISDN.-TAO

35,ls 2lis| ISDN Adapter ob ay 1358 et S @ 1S 05l ISDN ks 5| 1ials> (s aS culds pisnsalS ~TAF
59 v PRI 9 BRI g5 95 Joluts ISDN -YAV

b s 1.544 Mbps ¢ 128 Kbps wwiy @ PRI g BRI sl wleMbl Ab‘wu.c)_w -YAA

Fiber Distributed Data Interface (FDDI)

S59J9195 uwluwl 5 FDDI -YAQ
ot 0351 200 Km b wlgs (s 9 S (swo iber Optic sla LIS ;I FDDI -YQ+
9. _sw (Fault Toleran el ol aS cowl Ring o> sbl> -T4)

Aol 101 Mbw wleMbl Jil 9 J&5 weyw Sl o> -YAY
@
S (500> ccess Method ulgic @y Token Passing ;I =YQY

High Speed
Counter Rataiing Links

Kmmm"_ﬁl\
‘$ " N

QS Jsio 1) s o 9 wleMbl o 2ilgs (s 9 disowd e w5y b T-Carrier bghs -YAY
o sw oslaiwl gyl 5> W E-Carrier 51 =YQ0
Sgis (o oslaiwl ol5 5> W J-Carrier 5| -Ya#

w00 gs)l_')f&L_g Tok

T-Carrier
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il Lsw 44.736 Mbps g 1.544 Mbps iy @ W Ol wuc,w aS aicil s T3 9 T1 o T-Carrier (uidg 20 ~YAV
5l sw 2.048 Mbps Ol cuc,uw aS il csw E1 o E-carrier (uidg,=0 ~-YAA
0,1 zlss] CSU/DSU oU a8l casew S @y T-Carrier bghs 5l oslaiwl sy b ,iguolS -YAQ

.AiusS Lsw s Leased Line bghas ¢l @y =Yoo

Optical Carrier (0OC)
F N

N
S (s Latiso SONET aSus s |y oleMbl JUsl o J& cacpuw 039150 OC Lavel Y )

aS Fiber Optic 7 (aiww wowl sl asSiw Synchronous Optical Network (SOI\MY-YW

sl agwgi |, ol anunication

gl (5w owﬁo)ge a,  OC Level -Y+¥
Aol cowa Jlasl 9 &5 ey b sgu V} Mbps ;5 X o,lois Y0

kN
Level Data Rata
0Cc-1 51.84Mbp=
0C-3 155.52Mbps
0C-12 §22.08Mbps
0C-48 2.488Gbp=
0C-192 9.953Gbps
: ,
V4 X.25
° .S Lsw LS packet-switching w 9.0 @ X.25 =Y+ £
oo G S)laxl 5 &y asS circuit-switching sld aSow WM s packet-switching sl aSow )> =YV

) s Xaio 9 1o Ll S)ls 9 oo Jsas packet oygo @ data ,a o,ls se>9 1ado 9

b sw 56 Kbps aSiow ol Jlwl 9 Jo wueypw j5Slas =YeA

g csw oslasiuwl DCE ¢ DTE(PSE judb (iMool 5l aSioi g95 ol S;Lw osly 5> =Y eQ

Aol ow X225 asew sla switch wled Packet Switching Exchange (PSE) =Y «

il (s LigaolS Vgomo aS cawl aSiuis ¢l host . Data Terminal Equipment (DTE) =YY

.Zowl CSU/DSU g o390 disle (sl sla 38l wasw Data Communications Equipment (DCE) -Y1Y
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L

Customer Premize Equipment hoder B

Wiodem A CPE

Dats Circuit Equipment CERRIER METWORK

DzE

[— 1T -

13 D}:: AL su'n ﬂn\ y
2\ 4f
~/

Modem

\7
N @wus Transfer Mode (ATM)
@packet-switching Wyeo a4 ATM =YY

sl e 5> el 53 sl cell ol coleMbl Jwnl o Ja pSin ATM -Y) £
iusS _sw Virtual Circuit (VC) of aas s, Lo ol U Ao § 1aso o ATM aSeis 5> -T10
wey,w 4 ulgi sw Fiber Optic sl LIS 9 3wl sw 1.5 Mbps aSui ol wey,w J8las =YY

A y ., 10 Gbps

(: Frame Relay

.S Lsw LS packet-switching w, 5.0 @4 Frame Relay -Y1V
T g wsw oslaiwl CSU/DSU ;| Frame Relay aSuw @ v Juog Sl =YYA
o (Virtual Circuit) oo sla ol 51 wleMbl Jsil o Jss5 by aSiew ol 5> =Y

ol @ aS o 39lgi swily L sSlgy S w . Frame Relay oads &)l oS0 9 Sy G =YY@

AwsS s Commited Information Rate (CIR)
los w8 1 CIR wb Slgy wwl wbgo Frame Relay oy asl)l wS i =YY
; @ a>gi b oaual oS Suél, Frame Relay aSew s ,S1 aS wowl ol Frame Relay sblo 51 =YYY
3588 wuld b Ol lasl s Ol e Olhae @ b O eb @y oS i L Sligy
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Router

.
e U 4
Frame Relay cloud "‘[\‘y,
A
E < 7
|
. - (: )‘"
L|
Router Router
[ | [ |
IBM compatible |EM compatible
Ry’

2N ‘)’ Digital Subscriber Line (DSL)

i _»Li;l oleMbl Jiol 9 Jai Sy siwd SglUl aS ,ali boglas DSL -YTY

320w Ul Download e, Asymmetric Digital Subscriber Line (ADSL) -YYE
Gowl LS, ol Upload ¢ Download wac,.w Symmetrical DSL (SDSL) -YYo
5wl 5w Kol SDSL L_jl.O)l.é.Luul aS swolSid 9 1S sw LS Symmetric w,9.0 @y ISDN DSL (IDSL) =YY

owl Ol Upload cac,w

g swo oslasiwl ol
) a>g5 L Xlgi s aS wowl Asymmetric DSL <95 Rate Adaptive DSL (RADSL) -YYV

..\ﬁb).ua.a I)[MLD.C..- iC )
S iwl Twisted Pair ssla LS ;I aS wowl Asymmetric DSL g5 S, High Data Rate DSL (HDSL) -YYA

Sl Vb e w as wowl Symmetric DSL g¢5 S, Very High Data rate DSL (VHDSL) -YYQ
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DSL variation Download speed Upload speed Phone usage

ADSL 8 Mbps 1Mbps Yes
SDSL 1.5 Mbps 1.5 Mbps No
IDSL 144 Kbps 144 Kbps No
RADSL 7 Mbps 1Mbps Yes
HDSL 768 Kbps 768 Mbps No
VHDSL 13 Mbps 1.6 Mbps Yes

CATV L Broadn&d\ble
’\ 7
|_) w).uul V) d\.uJ).aoub‘.\J)Ib 0)pC |_) =0 Lsu_g.:_y_g.b sl asow CU|)| wloas as Cabl&-ﬁl.&‘_.s).w =YY

AS Lo > 9@“ Sy awlgs sw
Sy JUSw Joo 4 vaws Sy 1L sligy ol aisSiul > oslawl ‘5)90 coaxia as il 5l -YTY)

50> 59>9 50 data Jlwl 9 Jos © L;@.OU) FRENIV Ny,
3940 s Jwaio yiguolS @, cable modem le dowgs JoS il =YYY
owl guly sisiw 256 Kbps U 128 Kbps ¢ 1L ;sb.p Lol el b lgi 5w O 1L sligy -YYTY

) S5l 9 059 Aiwgy bli,l (il -YYe

: )5

Plain Old Telephone System X ed Telephone Network (POTS/PSTN)
I N

A

590 (o O,y oy J.og ISP a4 ,eli s 5l oslaswl U ivg, ol 5> =YYO
D9l (s omb%b PSTN as ))*S wwo ,bd el wlylso aSiw ISP g iguolS G =YY

56 Kbps vy, ol wac,w xSla> o wﬂl Modem U @ s,)l381 e 5l ISP a4 0s,S dial sl -YYV
Ve
/’F\

Q« PC with Modem PCI Card (ﬂ

INTERNET

Modem Speed

V.90 56 Kbps (receive only)
V.34 33.6 Kbps

V.32 bis 14.4 Kbps
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Satellite

55 CATV | DSL aS 39 swo oslawl Ol 5l (sol&id lpis il sw ul)S satellite ;1 oslaswl aS Lol 51 -YTA
Al puyiows

.owl x5 zul, 2 Mbps (download) ¢ 512 Kbps (upload) 15U sSlgy bl 35,ls (soglasie wuc,uw =YTQ

3508 (w8 o> 1 bl Ll s aS cawl oul U Caauwd UILS 5 sgMe Of e =Y E o

ouds o Jiiie IS sisasolS @ 05lsmle (815 S| upan 5 0313 0,lsale @ 1, JUS,w ISP -VE)

s90 s 05Laiwl GEO g MEO. LEO o,lsalo g6) an sl -YET

S5 b8 ouos YL Julo 2000 b 1800 ¢, Low Earty& -YEY

515 518 ¢a05 SYL Jilo 10000 b 9000 1,y Medium Earth Orbit (MEO) -YE£

15 553 uo; SYL Julo 23000 U 22000 .0 Geosynchronous rbit (GEO) -Y&o
S o wsulbuiiy | i sl ml&N) shoslsale o5lul 4o -VET
e N

Wireless

i8S (sw Wreless ISP (WISP) aisS (sw bpo |y wisiinl @ (sawyiows Wireless _ss,b 5l aS (syld ISP a, -YEV

5 1) 3935 sla Access Point (AP) g 1,8 sw Lk 53 | S3Shho Lols Sl esgaxo wsls Giuigy Sy d WISP -YEA
S sw wwa jSho Ol

518 wireless gy 5 059320 Ul JS W hotspot ¢ bli,l ;1,85 b 9 59 (swo asaS hotspot ;S1e ¢l 0 -YEQ

-’)-S S\
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ASaw v iy 9 S Lw ool

S sinS IS S 1l

S Jasio JS a0 ) wowlico connector wlgi (sw 9 dg-i (s oslasiwl JulS &1 9 wauu S|y wire crimper I -Yo
394 (s 0sleiwl patch panel < a4 LS Jlail sl punchdown ;l -Yo)

AS o S> |y LS pus 5,Slec cable tester | medii‘a[f&\/o\‘

Fiber Optic sla LIS > sSiwsSis J=o swlwliow sl Optical Time Domain Reflectomete JX -YoY
\>_g.a osw oslaiwl

U ghd pKid lgi (o By i 9 »igasolS Ul 18,3 ,1,8 L Uninterruptibel Power@y UPS) &, -Yo&
S SS9l |y SigaeolS wg,s wleMbl Uy wuswl b wsls cows ‘> ugp Sl bl b«

,..\Y

An example of a punchdown tool An example of a crimper

AC

AGTODG A
III — RECTIFIER ReLaY — il o

POWE A DG T-‘C
POWER  "GomD .
OUTLET =
DCTOAC
BATTERY CONVERTER

UNINTERRUPTABLE POWER SUPPLY (UPS) SEAVER

Power wMS.iso

Au9S (s Spike (oligS Ulo; waw 55 By 5Wg sb; Uliwo @ Giwls9l a4 Y00
Aiu9S sw Surge (oligS Ulo; waw 5> B 5l oS Ulwo @ Giwlsél @ -Y01
ugS (s 5ag (oligS Uloy W > Iy 5 sb; Ve a4 JuslS @ -YoV
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w9S Lsw Blackout JolS jeb @ B, wsls cews 5l a4 =YOA
w9S Lsw Brownout caxgi JuB Olos waw 55 By lidy yualS @, -Y0q

Ping ,giuw>

yigaolS 95w TCP/IP lulg, Wsgos S Syl sw Packet Internet Groper wwaso aS ping ,giws =Y &+
395050 LS

Jlio iguolS 5l Lsuls> susy Request Timed Out (s>9,5> ¢ wuwl (L3, aul, susy Reply (s>g9,> =Y¢)
el Baiis @l

wowl 05,55 o 1), 5,90 LigaolS (susy Destination Host Unreachable (s>g,> =Y #Y

IPConfig ,9iuw>

A5 (s Wlis | LigusolS TCP/IP g,y 00ui pll wlowdhis jgiws ul =Y EY

aS LigaolS aSi Sld )8 aod Sy |, MAC Gyl aile Syiiny wleMbl ixg i oslasiwl /all guisw L ,SI -TE¥
A (s Ui Jiowd Jled

Wi> |, DHCP Server ;| oai wsly,> IP Address ailgi (sw 9. oslaiwl /renew g /release guisww U LS| -Y£0

Aulos dazo Wil wowlgs)s 9 A4S

AWINDOWS\system32\emd. exe

C:~>ipconfig ~all

Hindows IP Configuration

Primary Dns Suffix
Mode Type

IP Routing Enahled
WINS Proxy Enahled

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =

Description : D-Link DFE-53@TX PCI Fast Ethernet A
dapter (rev.C)>

Physical Address. . . . - . . . . = BB-@B5-5D—923-8F-DB

Dhcp Enahled : Mo

IP Address. . . . . . . . . . . . = 192.168.8.1

Subnet Mask - 255.255.255.8

Default Gateway H

MetBIOS over Tcpip : Disahled

arp H9iwd

sl |, b ol ARP JSigy aS suld IP Address @, bgs,o MAC Address wsls wliu sl arp giws ;I =Y

g (s 03wl el
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awow Sl oslaiwl b Olgi (s g (w0 0,33 Cdgo H9b A LigaolS 55> ARP JgSig, Sl aidl aS il 51 =YV
900 oadliw |, b ol -a

-S awgw 5l oslaiwl L (suws job au | JiguolS S, @y bgs o MAC Address ¢ IP Address wleMbl ulgi (s =YA
5,5 5,lg ARP s5Lw 0,033 J=0 >

Command Prompt

C:v>arp —a

Interface: 18.8.8.2 ——— Bx1688683
Internet Address Physical Address Tupe
i8.8.8.1 BR-Bc—-29-77-fd-di dynamic

C:n>

netstat ,giuw>

A0 (s Vlin by igaslS €Sy, Jled wlbli,l @y bogs o wleMbl g 5ol jeiaws ol -Y£Q
Cusog 9 foreign address.local address.port number.protocol : Joli Hgiws ol @ beiye wleMbl g ol =YV
g csw blol

¢ Command Prompt

C:xJnetstat

Active Connections

Proto Local Address ign Address Btate
ICP sruB2:1837 tremote—winsock ESTABLISHED

TGP spud2 1062 inethios—ssn TIME_MAIT
ICP srvB2 1863 tnethioz—ssn TIME_MWAIT

(RN
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Swow Sd W,9s 9 A UHIS LED U sl e

g Wyge b aSui )8 aS cwl ol (i @ 390 S5, 5,5 b g vgols auisw wygr b aSew w,lS LED 31 -YV)
el JSuiio Sl of (sl blS b o ol o5Ll IS i

9 pllw s wigr 5 A w8 aS cowl Gl umo W der S sew gwisw Wyey b aSuw w,lS LED 31 -YVY
s csvod ool alasd O s |, oleWbl Jlsl o Ji cadled Lol ol pllw 50 csdlail LS

Bwigw Wye) 9 B WlS aS cowl ol (simo @ 35 s flash 9 S5 sew auwisw wier b aSw o,S LED S| -YVY
e s plseil adazd O s 1, wleWbl Jlisl g i culsd ouisad 3 cowl ollw 0 sJlasl bl 5 sl

9 J& oSl b aSiw aS wowl gl uso @y 55 v flash g 590 S0y s @wisw wogy b aSiow S LED 31 -YVE
g csw el collision g wwl o) @ g, wleMbl Jlas!

Bus S® aSuuw swl wuc

IS U 9 2ulos 558, bli)l pd U awlei (swoi LS Wb 95 Sl igaolS |3l >gi ghd coaxial JuS ,SI -YVo
38l v LS 5l aSw

2o (s down aSos JS sy LIS 5l terminator 9> ,a L S 31 -YVA

230 Lo LS 5l aSw g Bi> W T connector 1 (S, S| -YVV

S Gswo sl aSiow s | sdStiie aSiuw o)lS wslidl S 1 L yiguselS wsgs iugols =YVA

Star Sd asiuw sl wue

Al anals blo,l aSw b aiilsi (swoo segment ol Sa ,igaolS (swlod axawm S 51 switch/hub 31 -Yva

L, S 9 2SS subs 5, switch/hub b LigawolS Of 51 1, JolS Jlail ceciols (sbla,l JSiino LigaolS S ksd 31 -YA«
S pagesi b U8 b oS Jeaio )05 wies @

S S |, ol 051l 9 LS £95 aiglou 51,8, bli)l aSiuis b awlei (swo segment 5 5y W igauolS ans 31 -TA)
Aiiwd Juaio ssuow,s @ @ patch cable g patch panel aS sgi iolaos =TAY

segment g5 S iguwolS 9 390 (s &lad > segment L segment S bl (xiew LS 5l bridge <, SI -YAY
iglos 5108 Lol )S0aSu b awslgs (swos

subnet 9> S iguolS 9 300 s gk L5, subnet L subnet S, bl caxay LIS ;I router S, SI-YAL
iglos 518 5 bl 330aS0 b awls (swos

andl el acaly owyiws oyl a4 Blgi s puSzad i S 5l oyl 4 Jaie router S, 31 -YAO
. b iodao WYlail Usgs pJLw ;I tracert/traceroute | ping jgiws U router Usgos S 5l Ju8 wowl gy
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Ring S asiuw bl wac

23] G L8 5l aSew JS casaw LIS 51 MAU ST -YAT
Aowd Jaie (svawys @ Ring out g Ring in sl w)g) aS aygi hodao =YAV
A0l UluS) weyw B aSun o)lS aed aS g Giokao =YAA

S down | aSes JS wilgi (s edgui g8 JigasolS au (sJlail oIS SI-YAQ

F .
. N

5523 subnet 3 15 ismolS b Ll ol 9L s

e N ¥y

Y

S o S |, TCP/IP JgSia s Uy ol 9 U361 i 1S ol b xS ping I, 127.0.&‘1,;’>| Ll -¥Qe
S s S | switch/hub @ yigesolS Jlasl LIS ol b S ping |y 0bisss yigasolS IP sl ~¥Q)
2SS o S | router g 53 5igawolS bli)l LS ol b «awS ping |, router ay bgy o IP Gw)sl -YAY
bgsyo JSoito b vl o1 J> JSoite @S g (s wiabao LIS ol b s pin .\1,,0',,“15 IP Lol -YQY
(55 |yl 1aso yigaolS g, 1 Wb 3ld J>lao ol Jilio subnet 51 dSeito ,S1). wowl Jolao subnet

‘\L’\y Vb e Sl

S wbolis s & b 55 JSino oxisgl 3939 eidle g Wb @il ~YE
S (vlawlios | JSiine 5l s 4>l -Y0

@ el |, S ol 3929 Juls (i Jeixo =TT
Pa ‘)’ S bl g iy b |, ol > ol, YAV

\t p S Ulseol | o @z (> ol, Sh=l 5l Gy =YAA
.-LMS S\ ) I) J} ol) as ).UL _qu

TS e wgiSe seb @ |l osls olssl aS asl g J> ol, ~E e
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SEGMENT 1 SEGMENT 2

WS BUS WS

ETHERMET

HEPEATER

ROUTER
ROUTER

INTERNET

PRINTER

SERVER
FARM

ROUTER  gemven

MALL HUB

AD> (5w oLm;....;l @mentg topology.subnet x> Shhls as asow S, VU JSow
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